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Before you begin installation:

The Crypto Application Server (CAS) is an intermediary between your BATM’s and the world.
Your Bitcoin ATM(sometimes called BATM or Terminal) connects to the CAS, and the CAS
then connects to the various wallets, exchanges and other interfaces on the Internet. The CAS

runs on Java, and as such is completely reliant on Java’s operation on a dedicated server. You

have several choices in this approach:

~

(0]

Use the General Bytes cloud server. It’s quick, easy, and requires no effort on your part.
You are free to transfer and close your account at any time. GB charges 0.5% of your
incoming transactions (crypto sales) for as long as you keep it active. In exchange, GB
maintains the integrity, security, and operation of CAS - including updates.
Provide your own server. This is the most secure option - nobody except yourself has
access to your business, but you must routinely update and secure the server yourself.
Use a managed host. This option gives you slightly more flexibility than the GB cloud
server, but at the cost of reduced privacy and security.
Implement a strong offline password generator. General Bytes recommends “KeePass2”
which is a free and open-source program usable on all platforms. KeePass makes
creating, using, and saving passwords easier and much more secure. Find it here:

3 https://keepass.info/

CHOOSING A SERVER:

Ok, so you’ve decided to provide your own server and install CAS on it. You now face a variety

of options. The following specs are currently the minimum required for CAS to operate

dependably.

(0]

O«

O« O«

O« O« O« O«

Dedicated host - no web hosting or other software should be installed. Not only does this
impact CAS reliability, but also hardens security.

1 CPU - you might use more. CAS will surge at times, and a single CPU may get
overwhelmed. Data corruption or server shutdown may result. We recommend 4 core
systems when possible, and that might even increase if you elect to run a local wallet.
4gb RAM is the minimum suggested. More is better.

10gb HDD space is the barest minimum for Ubuntu 16.04 LTS and CAS. If you should
decide to add a local Bitcoin wallet, that amount could easily increase to 200gb. If you
want to be safe, devote 250gb or more to HDD.

Bandwidth is not important to CAS, neither is the type of storage (SSD vs traditional).
Ubuntu 16.04 LTS - Ubuntu server - just bare Ubuntu

Exposed TCP ports 7741 and 7777

A valid CAS license key from General Bytes
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Configuring the web server host:

After you've contracted with a hosting company, you'll need to configure the host.

We prefer you use Ubuntu 16.04 LTS for the sake of support ease and consistency. Other flavors
of Linux may be supported, but this guide is focused around known quantities. If you choose an
alternate OS, you may find yourself handling your own problems without much guidance. RAM
is a critical part of seamless operation in this application — “the more, the merrier” when it comes
to that component.

This guide presumes you've installed a bare Ubuntu 16.04 LTS OS, without any additional
software aside from perhaps a distribution upgrade. This guide further presumes root access, and
sudo may be required (yet omitted) in some examples supplied below. This guide assumes root
for all commands. Security is also assumed. You are running a currency exchange and hackers
would love to gain access to your funds. Make it hard for them! Spend some time learning the
best practices for your digital security, and implement those practices. So, let's get going. First:

Login to your server:
O Using Linux, this is rather straightforward. Open a terminal window and SSH into your
server:

ssh root@yourserverip
0 On Windows, you should consider PuTTY (https://www.putty.org). It's a little dated, but

if you must access a Linux host CLI and you have no terminal access, you have little

other choice. It's used by millions! Regardless of what you use, implement SSH keys and
disable passwords — remember people want to steal your money! You should be looking
at a CLI connected as root on your web server before you proceed further.

You should update your server now if you haven't done so already today:
apt update && apt upgrade

Download and install CAS to your server:

INSTALL THE INSTALLER:

cd ~

wget http://hg.generalbytes.com/releases/batm-install
Add execute permission to the script file:

chmod +x ./batm-install

START THE INSTALLER SCRIPT:
./batm-install iInit
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You will be now be asked for your product key. This should have been received in an email from
General Bytes after you confirmed your receipt of your BATM terminal. You cannot proceed
without it.

Please enter your license number:

Enter the key from General Bytes and press Return.
O CAS installation will begin if the key is valid.

Within a few minutes, the software will trigger a MySQL configuration screen. MySQL will
request that you create a new password for the “root” user of MySQL. DO NOT USE THE SSH
PASSWORD. These should NOT be the same. Instead, make up a new, easily typed password.
Keep this password safe too. For the purposes of this guide, the MySQL root password will be:
“MyNewSQLpw”.

Installation will resume. It will finish initializing after a few minutes and report:

filnstallation initialized. Please proceed with: ./batm-install download.o
so continue with:

./batm-install download

Installation will resume. It will finish downloading after a few minutes and report
fiDownload Finished. Please proceed with: ./batm-install configure.o

Then continue with:
-/batm-install configure

Immediately the script will ask you for database information. The MySQL root password was
determined above. You'll probably never need anything different than these simple suggested

defaults for the remaining questions. Pick something easy but unique — for example:

Enter new database name (batm name is recommended): batm
Enter new database username: batmuser

Enter new database password: lUnguessablePW

Enter MySQL root password: MyNewSQLpw

The script will then ask for your public IP address. Type in whatever it auto-detected - unless
you know the auto-detection was wrong (or blank).

Enter your public interface IP address. Auto-detected: 172.217.8.78
O This IP is critical - it MUST be entered correctly! An incorrect IP will result in the

inability to connect to your server from both your BATMs and CAS Admin. This is the
address on which CAS will listen for BATM and browser connections.

Finally complete the last step of CAS software installation:
./batm-install finish
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O«

The script will finish within a few moments.
O The installed version will be reported.

The CAS server is installed, but it must now be started. Type:

cd /batm
./batm-manage start all
You may see “ERROR 1146 while it starts up for the first time. This is not abnormal. Ignore the

messages ONLY if this is the first time you've done this.

This concludes CAS installation.

Testing the CAS Admin service:

The “admin” service in CAS provides web access to CAS settings. It is the method by which all
transaction types are defined. They start off empty. You must define them before your BATM
can or will connect to CAS. The BATM cannot function independently. It MUST be connected
to a CAS somewhere/somehow to sell anything.

Open your favorite browser (General Bytes recommends Google Chrome) and key in the IP
address of your web server suffixed by :7777
for example: https://172.217.8.78:7777

The web browser will complain about the lack of a secure connection. This is normal.
Communications will be encrypted, but since we’re not using a domain name (like google.com),
a SSL certificate cannot be issued. The browser doesn’t know this. It does its job, alerting you to
the problem, but it can’t read what I’'m writing now, “The connection is secure and encrypted.”

0 Override the browser by permitting any “exception” it offers.

O You shouldn’t see the warning again.

O The browser’s URL bar will show the “broken” icon - it’s ok - ignore it.

The default login:
0 Username: admin

~

O Password: admin
Make sure to change your password immediately. Your money is counting on you to protect it.

Turn on 2FA (Two Factor Authentication)! Again, your money is counting on you to protect it —
so avail yourself of every opportunity to use any tools provided to accomplish that. Two factor
authentication is a system that forces you to prove your identity twice. Once with the password,
and a second time with a different method. The method used by CAS is an implementation of
RFC 6238. General Bytes recommends FreeOTP, available on the Google Play store. It provides
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you with a time-based rolling code to enter (in addition to your password) when you login to
CAS. This reduces your exposure substantially.

Update your CAS (if available) by following the guide at: https://generalbytes.com/support
0 The “buildnumber” will be similar to: 20180410

O From your CAS server’s CLI, type:

cd /batm
sudo ./batm-manage upgrade-server buildnumber

@]

The CAS Admin service is working properly if youdve reached this point without error.

You're not done yet!

You still need to configure your settings to customize your BATM and do sales & purchases.
This section covers the most very basic setup you'll need to perform to get functional fast.

CAS INITIAL SETUP
CAS utilizes a MySQL database. Certain defaults are created during installation, but there are

some entries that require your input to proceed. These entries need only be created once in most
instances. Whether you have one -or- a hundred terminals, you must have these items
configured.

It would be wise to spend some time here and configure them properly the first time.

The CAS has an automatic timeout of 30 minutes. You will be logged out and lose any unsaved
changes if you leave the CAS unattended, so make sure you are prepared to enter a// the required
information before changing the settings.

Get your information ready:

O«

Have you changed your default admin password yet, and enabled 2FA? Do it now!

O«

Get your “shared hash” from that General Bytes sales email. Have it ready.

O«

Write down, or take a picture of the BATM serial number, and keep it in front of you.
Are you in the US, UK, or EU? Have you formed a AML/KYC plan.
Watch the General Bytes CAS Installation & Setup videos on YouTube.

O¢ O«

You cannot create a fiTerminalo entry until these following defaults are created:

1. Organization — a default is automatically created, but you should customize it first.
2. Persons — a default is automatically created, but you should customize it first.

3. Fiat Setting — you must specify at least one accepted fiat currency.

4. Location — you need to specify a home for your BATM.

5. Notification policy
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6.

Crypto Setting — you must create at least one method of conducting buy / sell
transactions. This is the “meat” of the setup.
O Create a free account and login to General Bytes’ Kayako support system.

~

0 Examples can be found in the General Bytes knowledge base at:
https://generalbytes.kayako.com/en-us/section/8-crypto-settings

Once you have completed the previous steps, add a BATM:

1.

2.
3.
4

9]

12.
13.
14.
15.
16.
17.

18.
19.
20.
21.
22.
23.

Click on “Terminals” at the top of the left menu area.
Click on the “+ ADD TERMINAL” button on the main screen.
Type in the new terminal's serial number exactly as displayed (i.e. “BT901001”).
Click “CREATE”.

O The CAS will take a moment to create an entry in the CAS database.
Name the terminal.

O Anything that will help you pick it out of the list will do.
Enter the “Shared Secret Hash” emailed to you by GB after you received the BATM.
Enable the terminal by checking “Terminal Active”.
Select the “Owner” (if available) from the Organizations that populate this list.
Set the Default Language (“en” = US English — see appendix ).

. Set at least one Preferred Language (“en” = US English — see appendix ).
. Select the “Main Cash Currency” - the one your bill acceptor is designed to use. In

another words bill acceptor must have preflashed inside its head firmware supporting

currency of your choice. Later change of firmware is possible such as when new

banknote is released by central bank and your bill acceptor needs to recognize it.

Firmware can also support multiple currencies i.e. EUR+USD(called mixed billsets)

Select at least one “Crypto Currency” choices that may apply — the ones you support.

Select a Fiat Setting for the currency you selected in step 11.

Select a Crypto Setting from amongst the cryptocurrencies you chose in step 12.

Select a Location from the list.

Set the start date for this location — today is fine.

Enter the “Total Cash Limit Per Crypto Address*” - zero is fine, and means “no limit”.
0 The following AML/KYC numbers are provided as an example only!

0 Do NOT place a BATM terminal into service until you have created a written and
legally compliant AML policy!

Enter Cash Limit Per Transaction*: 1000.00

Enter Cash Limit Per Hour*: 0

Cash Limit Per Day*: 1000.00

Cash Limit Per Month*: 0

Cash Limit Per Day And Crypto Address*: 0

Click on iMODIFYo.
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At this point, your BATM should already be setup and it should be looking for your CAS at the
IP you’ve given it. Check your BATM’s user manual if you are unclear on this procedure. Turn
the BATM on now, if it isn’t already. It should connect within a few minutes, and the status icon
for the BATM should turn green.

You are essentially done with INITIAL CAS SETUP now. You still have to test your BATM
and make sure transactions are working. After you you’ve set the BATM up the way you want it,

move it into its permanent home. Note that you may have to temporarily disable “IP Whitelist” if
you move the BATM.

The next section describes Terminal Settings in detail.

CAS: Setup & Configuration May 2018 Page 8 of 54



Terminals Terminals

Terminals

All Organizations

All terminals (BATM's) currently configured in CAS will be listed here.

+ ADD TERMINAL + ADD VIRTUAL TERMINAL ALL TERMINALS TRANSACTIONS

+ADD TERMINAL: click this to add a new terminal to the CAS.
You must have administrative privileges to see this option.

Q¢ O«

You must first have created a “Fiat”, a “Crypto Setting”, and a “Location”.

O¢

Type in the new terminal's serial number exactly as displayed (i.e. “BT901001”).
Click “CREATE”. The CAS will take a moment to create an entry in the CAS database.

O«

+ADD VIRTUAL TERMINAL: for development purposes only.

0 You must have administrative privileges to see this option.

0 Contact tech support for more info.
ALL TERMINALS TRANSACTIONS: will display all transactions for all BATM's listed.
ANALYTICS: displays summary information about your trades.

Sell Sell Ping
Status Serial Number Balance BuyIn Buy Out In out Location Duration Connected At Actions
3] BT100001 (PITCO 0.00 41.00 0.00388 SRQ 3524 ms 04/19/2018 12:18:55
Demo) | T usD usD BTC International AM

KNOWN TERMINALS:

O are sorted by Serial Number with the following summaries and totals:
Status: a color-coded icon reflecting the state of the terminal
Serial Number: the number of the BATM as seen by the software
O Note: hovering over the serial number will briefly display the current BATM software
version.
O The “T” is a shortcut for quickly drilling down into the unit's transactions.
Balance: the amount of cash currently inside the BATM cash box
Buy In: the amount of fiat submitted to the BATM
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Buy Out: the amount of crypto sent out by the BATM

Sell In: the amount of fiat dispensed by a BATMThree

Sell Out: the amount of crypto received by a BATMThree

Location: a user-defined description of the BATM assigned spot (see CAS:Locations)

Ping Duration: a “heartbeat” that basically shows whether the BATM is alive (or accessible).
O A ping delay up to 2 seconds (2000ms) is not abnormal, and merely shows the current

state of communications with your BATM.

O This has no relationship the ICMP “ping” request.

Connected At: the last time and date the terminal initiated connection with server.

ACTIONS:
View
Transactions

Cashboxes

Clear Short Counters

Clear Terminal Balance

Duplicate Terminal
Delete Terminal

Upgrade Terminal

Reboot Terminal

View: view the terminal's settings

Transaction: a detailed listing of individual transactions prrformed on
machine

Cashboxes: information regarding the cashboxes in that BATM

Clear Short Counters: used to “empty” the cashbox in CAS.

Clear Terminal Balance: this manually resets the balance as needed and
on-demand

Duplicate Terminal: quick method of replicating configuration of another
terminal when adding another terminal

Upgrade Terminal: select this to upgrade the BATM software to the
latest recommended version immediately. Upgrades are frequently
released biweekly. After upgrading remotely, be sure to refresh your
browser to see the newly installed version reflected accurately.

Reboot Terminal: restart and reload the terminal software

Terminal profiles

Terminals > BT100001

O« O« O« O«

TRANSACTIONS ~

Click on a terminal serial number to view its current profile/configuration.

Changes will be discarded unless you click “MODIFY” at the bottom!

Changes will be discarded if your session times out (usually 30 minutes).

Changes take effect within 15 seconds of the BATM going live and connecting to CAS.

EVENTS CASH

Click on one of the buttons at the top of this screen to open the following screens.
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Terminals > BT101308 > Analytics

Crypto Currency

All Crypto Currencies

v Fiat Currency

All Fiat Currencies

Group By Day

~/ Buy Transactions

~/ Differentiate Additional Currencies

~/ Stacked Chart

RESET CHART DAY CHART BROWSABLE CHART (€&

TERMINAL BT101308 TRANSACTIONS (USD)
03/20/2018 - 04/19/2018

. Buy Transactions In Main Currency
Buy Transactions In Additional Currencies

20
15
10
5
o N o » o & A 2 o N 3 9 o & & & &3 & ) N 3 ) ) > Qe e
S F TP F T
Time Zone US/Eastern
Chart Data s
Buy Transactions Buy Transactions
Date In Main Currency In Additional Currencies Total
04/19/2018 0.00 USD 0.00 USD 0.00 USD
04/18/2018 0.00 USD 0.00 USD 0.00 USD
03/22/2018 0.00 USD 0.00 USD 0.00 USD
03/21/2018 0.00 USD 0.00 USD 0.00 USD
03/20/2018 0.00 USD 0.00 USD 0.00 USD

2013 - 2018 © GENERAL BYTES 5.r.0.

TRANSACTIONS: Lists and exports sortable transaction details for this terminal. Has charts!
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Terminals > BT101308 > Events =

Terminal
Server Time Time Type Data

04/19/2018 04/18/2018 SCREEN SAVER ENTERED
12:19:59 AM  08:19:58 PM

04/19/2018 04/18/2018 SCREEN LANGUAGE ENTERED en
12:18:59 AM  08:18:58 PM

04/19/2018 04/18/2018 TERMINAL CONNECTED com.generalbytes.batm/3.30.20180413
12:18:56 AM  08:18:54 PM

04/19/2018 04/18/2018 SCREEN ERROR ENTERED ERROR_CONNECTION_TIMEOUT
12:18:55AM  08:18:38 PM

04/18/2018 04/18/2018 SCREEN SAVER ENTERED
09:05:14PM  05:05:13 PM

04/18/2018 04/18/2018 SCREEN LANGUAGE ENTERED en
09:04:14 PM  05:04:13 PM

04/18/2018 04/18/2018  TERMINAL CONNECTED com.generalbytes.batm/3.30.20180413
09:04:12PM  05:04:12 PM

01/18/2018 12/31/2014 SCREEN SAVER ENTERED
11:48:32PM  08:01:03 PM

01/18/2018 12/31/2014 TERMINAL STARTED com.generalbytes.batm/3.27.20171110
11:48:31 PM  08:01:02 PM

01/18/2018 12/31/2014 SCREEN SAVER ENTERED
11:48:30 PM  08:01:05 PM

01/18/2018 12/31/2014 SCREEN ERROR ENTERED ERROR_SERVER_IS_NOT_REACHABLE
11:48:28 PM  08:01:03 PM

01/18/2018 12/31/2014 SCREEN SAVER ENTERED
11:48:27PM  08:01:02 PM

01/18/2018 12/31/2014 TERMINAL STARTED com.generalbytes.batm/3.27.20171110
11:42:24PM  08:01:02 PM

2013 - 2018 © GENERAL BYTES 5.r.0. @

EVENTS: A log of this terminal’s activities.

Terminals > BT101308 > Cash

BANKNOTE HISTORY CASH COLLECTIONS

Cashboxes
Cashbox acceptor_cashbox IN Count Value
1.00 USD 1 1.00 USD
20.00 Z 40.00 USD
usp
Total 3 41.00 USD

CASH: the current and historical status of the cash boxes in the terminal.
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ACTIONS:

Orders: for use with the GB POS, displays orders.

Clear Short Counters: used to “empty” the cashbox in CAS.
Clear Terminal Balance: this manually resets the balance as
needed and on-demand.

Duplicate Terminal: quick method of replicating this terminal’s
configuration when adding another terminal.

Delete Terminal: delete this terminal from CAS.

Delete Terminal Upgrade Terminal: select this to upgrade the BATM software to
the latest recommended version immediately. Upgrades are

Orders

Clear Short Counters

Clear Terminal Balance

Duplicate Terminal

Upgrade Terminal frequently released biweekly. After upgrading remotely, be sure to

refresh your browser to see the newly installed version reflected

Reboot Terminal accurately.
Reboot Terminal: restart and reload the terminal software

Terminal Display Updated At Balance

Exchange Rate = Buy: 1 BTC = 9433.45 USD Terminal 04/19/2018 12:03:26 0.00 USD
Time PM

Server Time 04/19/2018 12:03:26
PM

Remaining Anonymous Customer Limits

Last Hour Day Menth

Limits For Buy 40.00 USD 1000.00 USD 3959.00 USD

Terminal Statistics: a summary is presented at the top of each terminal’s settings.

Counters
Buy Counters Long Type Buy Counters Short Type
41.00 USD | IN 41.00USD IN
41.00 USD  OUT 41.00USD OUT
0.00388 BTC OUT 0.00388 BTC OUT

Buy Counters Long: displays the amount of cash ever deposited into the BATM. This amount is
saved for the duration of the BATM server service life.

Buy Counters Short: displays the amount of cash deposited into the BATM since it was last
cleared.
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Settings

PITCO Demo

D F
+/ Use Hardcoded Blacklist Addresses
+/ Terminal Active intenance  <- Red Exclamation Warning!
Default
PITCO POS Demo St NONE
[ Aow mal or sws Rece O
General Bytes s.r.0. PITCO

SETTINGS : the general settings for each terminal profile.

Serial Number: from the side of the BATM. Used throughout CAS to uniquely identify each
BATM.

Version: the firmware version currently installed in the BATM.

Name: an arbitrary name you call this particular BATM. Be descriptive. Anything that will help
you pick it out of a list will do. Shorter name - better.

Network Info: the type of network this BATM was last connected to, and its last known IP
address.

IP Whitelist Enabled: prevents your BATM from connecting to potentially malicious local
networks. This security feature prevents your BATM from being “hijacked”.

e Disable this option before moving your BATM to a new router or wifi. This will prevent

and/or repair a “Communication Refused by Server” notice on your BATM.

® Re-enable after the move is complete.

IP Whitelist: the IP address of the current router or wifi your BATM is connecting from.
Acceptors: the type of bill acceptor currently installed in your BATM may be displayed here.

® This is informational only (may report “Unknown” in some cases).

O The acceptor info can always be reliably found at the BATM (using the admin screen).
Use Hardcoded Blacklist Addresses: disabling this will enable the BATM to send funds to any
destination the customer desires. This may lead to fraud, and unhappy customers.

Shared Secret Hash*: this is emailed to you by GB after you received the BATM.

O There is no error checking on this, so be careful to copy and paste accurately and entirely.

Administration key: the default (factory) key is already loaded.
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O«

This key is the text encoded by the “Admin” QR code used to gain entry to your BATM.
Changing this key may lead to issues if you lose internet connectivity or change servers.

O«

It is strongly suggested that you revert to the default key immediately before the change,
then modify it again after you have successfully restored connectivity and CAS.
Terminal Active: enables the terminal, otherwise the BATM displays the maintenance message.
O De-activating the terminal turns off all access except administrative (at the BATM) and
CAS (here).
Maintenance Message: displays “Out Of Service”, or whatever you decide here.
0 Controlled by the “Terminal Active” setting above.
Notification Policy: be certain to create and select a notification policy for your terminal.
O Ifa customer tries to register, you won't be automatically notified unless you specifically
activate a policy for this terminal here!

POS: Select a POS system that has been attached to this BATM.

O POS settings apply only if you have implemented a General Bytes’ point of sale system.
O Currently in trial, available to qualifying customers.
3 Store: (for POS) choose the store this terminal will be located within.
3 Allow Balance Check: (for POS) permit balance check for registered NFC cards.
3 Don't Accept Cash If You Don't Have Enough Supply: (for POS) — prevent sales
when out of stock.
2 Allow Email Or SMS Receipt Delivery: (for POS) — allow electronic receipt
delivery.
3 Allow Email Or SMS Purchases: (for POS) — allow electronic purchases.

Owner#*: the Organization that owns this BATM terminal.
Skin: a custom theme that you may choose to display on this terminal.

Languages

en eferre en xes xfr xja

LANGUAGES

General Bytes' products supports many languages, and is constantly adding more!

Default Language*: the language that the BATM uses unless another is selected (see appendix).
It also timeouts into this language after foreigner customer leaves machine.
Preferred Languages*: the supported languages you wish to offer the customer for BATM
usage (see appendix).
O Choose the ones most likely to be used in your locale. If you add more than 6 languages
then all of the languages become available on the atm.
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Currencies

usb

x BTC

CURRENCIES

This area controls the accepted currencies display on the “Welcome” screen. As you identify the
fiats (banknotes) and cryptos you work with, options will be added below in “Fiat Settings” and
“Crypto Settings” to assign those settings to this BATM.

Main Cash Currency*: select the primary type of currency you expect to receive and is
supported by your bill acceptor. This will be used as the default in other areas.

O Your particular bill acceptor model can be determined from the BATM admin screen.
After entering the admin functions (on the BATM), look at the summary info listed on
the left. At the bottom, you'll see something similar to: ACCEPTOR version: SCN8374X
84 40 (USDEURCAD) - which accepts USD, EUR, and CAD.

O Each of these should be added and configured in the main menu “Fiat Settings”.

Additional Cash Currencies: if your bill acceptor takes multiple currencies, specify them here.
O You will need to have supporting “Fiat Settings” preconfigured.

O«

You may skip this area if you only intend to accept the Main Cash Currency (above).

O«

See the bill acceptor specifications for your BATM to determine what currencies are
supported. For US sales, the Euro, Canadian Dollar and US Dollar acceptors are typically
the default in the BATM, so in that instance you would set “USD” as the “Main Cash
Currency” (above) and add “EUR” and “CAD” here.

Crypto Currency*: select the types of cryptocurrency you support.
Each type will need an entry from the main menu's “Crypto Settings”.

O¢

0 You must select at least one.
0 Each must have a matching “Crypto Setting”.

Fiat Settings

ALL US Bills m
FIAT SETTINGS

Different BATM’s may support different currencies. Your organization may be multinational,
accepting a large variety of international paper currencies. It might just be a single BATM shop.
This section controls what banknotes you’ve decided to accept at this BATM. You may also
control which size bills to accept by BATM.
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O«

The fiats you selected in “Currencies” will be enumerated here.

O«

Select a Fiat Setting for each one.

O«

You must setup at least one before you may save this terminal's profile.

Crypto Settings

Coinbase BTC m |

CRYPTO SETTINGS

Different BATM’s may support many different cryptocurrencies. This section controls which
ones you’ve decided to accept at this BATM.

O¢

The cryptocurrencies you selected in “Currencies” will be enumerated here.
O Select a Crypto Setting to match each one.
O You must setup at least one before you may save this terminal's profile.

Custom Strings

941-877-5725

31

BUY CRYPTO RECEIPT TX ID: {text.transaction.id} Time: {text.time} Price: {text.fiat.amount} {text.fiat.currency} Crypt:
{bmp.logo}<b>BUY CRYPTO RECEIPT</b><br/><br/><b>TX ID:</b> {text.transaction.id}<br/><b>Time:</b> {text.time¢
IDemo unit only!

Crypto? Yummy!

GET some coin!

BATMTwo Demo Unit

CUSTOM STRINGS
These settings affect the verbage displayed on your BATM:

support_phone: this number will be shown on the BATM

registration_delay: the delay (in minutes) displayed to the customer for AML/KYC seeking
approval from the BATM operator — “Activation usually takes up to XX minutes.”

sms_buy_crypto_ticket_template: the format for an SMS texted receipt.

O Supported SMS fields are:
3 transaction: {text.transaction.id}, {text.time}

3 fiat: {text.fiat.amount}, {text.fiat.currency}
3 crypto: {text.crypto.amount}, {text.crypto.currency}, {text.crypto.destination}

email_buy crypto_ticket_template: the format of an emailed receipt.
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O The SMS fields (above) are completely supported, in addition to HTML formatting and:
3 {bmp.logo}

terms_and_conditions: any special message to present to the customer, especially one requiring
their explicit consent. A “!” at the beginning of the message forces the customer to
“Agree” before the purchase will be consummated, i.e. “!'You must agree to this.”

alternative_welcome_message: a custom message displayed on the welcome screen.
alternative_buy message: the message displayed during a purchase.
alternative_screensaver_message: a custom message displayed on the screen saver.

special_configuration: n/a - use with tech support direction ONLY'!

Location

CORRECT FROM DATE MOVE TO NEW LOCATION

LOCATION

These settings allow you to record deployments for documentation purposes. It enables you to
identify what sales happened where, which is a prudent log to have available.

Location*: the location at which this BATM will installed. This will show up on
CoinATMRadar.

Location From Date*: the starting date this BATM will be at this location.
CORRECT LOCATION: “Unmove” a terminal.

CORRECT FROM DATE: Change a previous “move date”.

MOVE TO NEW LOCATION: Move a terminal to a new location (updates GB HQ).
SHOW HISTORY: Show this terminals history of locations.

Other Settings

0 - DEFAULT - None /" Display Last Cash Collection In Terminal Administration
OTHER SETTINGS
Cash collection settings:

Cash Collection Mode: this affects if (and how) the counters are reset after the cashbox is pulled.

0 — DEFAULT — None
1 — Removed cashbox automatically clears short counters and prints cashbox contents.
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2 - Removed cashbox requires confirmation on the screen to clear counters and print
cashbox contents.

Display Last Cash Collection In Terminal Administration: enable this to display this info in the
summary screen of “Terminals”

CUSTOMER LIMITS

Terminal Screen Preview

CHOOSE CASH LIMIT

LESS THAN 1000 USD MORE THAN 1000 USD
Anonymous Limit Registered Limit
MAX = 39.00 USD MAX = 0.00 USD

UPDATE PREVIEW SHOW WIZARD

CUSTOMER LIMITS

Terminal Screen Preview: This graphic will display the options a terminal displays when a
transaction is started.
UPDATE PREVIEW: click to see what the BATM screen will display to your customers.

SHOW WIZARD: click to create and automatically validate your AML/KYC settings.
One Button: Anonymous Limit

Q¢ O«

One Button: Registered Limit

O¢

Two Buttons: Anonymous Limit | Unregistered Limit

O«

Two Buttons: Anonymous Limit | Registered Limit

O«

Two Buttons: Unregistered Limit | Registered Limit

(@]

Three Buttons: Anonymous Limit | Unregistered Limit | Registered Limit

Anonymous Customer Limits (these limits are shared across all anonymous customers)

1000.00 Cash Limit Per 40.00

1000.00 4000.00

39.00 10000.00

Anonymous Customer Limits: if you do not implement AML/KYC, then every customer will
be considered “anonymous”. Anonymous customers need only supply cash and their QR
code (their wallet address) to purchase crypto. All countries in the US, UK, and EU set
limits on these quantities. Check laws in your country.

Note: The following “limit descriptions” apply to all user types:

O Anonymous,
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